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Data Controller or
Data Processor?
Issues to consider when determining
whether investigators are data
controllers or data processors

INDICATIVE DECISION TREE

You are not a
data controller

or data processor

You are a data
processor

You are a data
controller

Clarify your role, in
writing, with your client.

Data controller or data processor
– which are you?

To answer this question, the issues you need to
consider are:

1. the details of your instructions and whether 
they reflect what actually happens

2. your degree of autonomy in the investigation

3. whether you or your client determines

• what data is kept and for how long

• the purpose for which data is used

• how the investigation is carried out

Remember that where you and your client 
determine the control of data jointly, you will 
both be data controllers.

INFORMATION COMMISSIONER’S OFFICE
The Information Commissioner’s Office has said that it
‘welcomes this sensible practical advice which should
help investigators understand their data protection
responsibilities’.

FURTHER INFORMATION
Other leaflets in this series include Issues to consider
when obtaining and sharing data and Summary of
published guidance, both of which are available 
from the Fraud Advisory Panel website.

Other sources of information:

• European Commission
http://ec.europa.eu/justice_home/fsj/privacy

• Fraud Advisory Panel
www.fraudadvisorypanel.org

• Information Commissioner’s Office
www.ico.gov.uk

• Office of Public Sector Information
www.opsi.gov.uk

Fraud Advisory Panel
Chartered Accountants’ Hall, PO Box 433,

Moorgate Place, London, EC2P 2BJ
Tel: 020 7920 8721
Fax: 020 7920 8545

Email: info@fraudadvisorypanel.org
Or visit: www.fraudadvisorypanel.org

Registered Charity No. 1108863

Disclaimer
Dissemination of the contents of this Guide is encouraged. Please give full
acknowledgement of the source when reproducing extracts in other published
works. Whilst every effort has been made in the construction of this Guide,
compliance with it does not guarantee that you and/or your business will not be 
a victim of fraud or criminality aimed against you and/or your business. The Fraud
Advisory Panel and the contributors to this Guide accept no responsibility for any
action taken by parties as a result of reading this Guide. Readers are strongly
advised to seek and obtain the appropriate professional advice on the issues 
raised which affect them or their business.
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Yes

Yes

Yes

Are you operating within
the terms of a contract

of employment?

Does the client exercise
full control over the

investigation and the
resulting information?

Do you exercise any
control, whether on
your own or jointly
with the client, in

relation to any of the
issues identified

in Box 1?

No

No

No

BOX 1



INTRODUCTION
Personal data is protected by the Data Protection Act
1998 (‘the Act’), which applies to individuals and
organisations working in the United Kingdom.

The Act also regulates the transfer of personal data
to offices overseas.

Investigators need to determine whether they are
‘data controllers’ or ‘data processors’ for the purposes
of the Act, in order to establish what is required of
them and to comply with their statutory obligations.

The capacity in which an investigator acts can affect
his or her status.

WHAT IS ‘PERSONAL DATA’?
The Act applies only if the data the investigator is
concerned with is ‘personal’.

The Act defines ‘personal data’ as information about
a living individual who ‘can be identified from those
data or from those data and other information which
is in the possession of, or is likely to come into the
possession of, the data controller’.1

The data may include information that identifies an
individual either alone or when combined with other
data actually or likely to be in the possession of the
data controller.

Information about an individual in their business
capacity can amount to personal data.

WHAT IS A ‘DATA CONTROLLER’?
A data controller is a person or firm who, either alone
or jointly, determines the purpose for and manner in
which personal data is processed.

Data controllers are required by law to register with the
Information Commissioner’s Office (ICO), in a process
known as ‘notification’.

The purpose of notification is to disclose openly and
transparently to the public details of who is processing
what information and why.

WHAT IS A ‘DATA PROCESSOR’?
A data processor is a person or firm who processes
personal data on behalf of a data controller. This term
does not include employees of the data controller.

‘Processing data’ means obtaining, holding, or
recording data, or carrying out (an) operation(s)
which include(s) (but is/are not limited to) disclosure,
retrieval, consultation, organisation or erasure of data.

AREAS OF RESPONSIBILITY
The data controller has responsibility for compliance
with the requirements of the Act, including the eight
Data Protection Principles, and for responding to
subject access requests.

Data controllers must require their data processors to
process data in accordance with the Act. This means
in practice that data controllers must issue contracts
to their data processors, or risk breaching the Seventh
Principle.

Investigators should ensure they properly define and
understand their roles and obtain suitable, clear and
unambiguous contracts setting out their terms of
engagement.

THE ROLE(S) OF AN INVESTIGATOR
The investigation process can include the following
elements:

• a precipitating event

• an initial risk assessment

• a decision to conduct a preliminary review

• data-gathering

• a decision to conduct, or not to conduct,
a full investigation, and

• an outcome.2

THE CAPACITY OF AN INVESTIGATOR

Employee

Employed investigators operating within the terms of
their contract of employment are not data controllers
or processors. The employer is the data controller.

Employees nonetheless remain liable under the Act
in some circumstances, such as obtaining information
lawfully.3 The extent of such liability is beyond the
scope of this document.

Data controller

Where an investigator usually works in a principal
capacity and determines:

• to whom information may be disclosed

• how information is stored

• how information is processed, and

• the control of information sources, resources
and steps taken in the investigation

then that investigator is a data controller.

Data processor

Where an investigator works under contract for a
third party and it is the third party who instructs
the investigator why, what and how to investigate,
and how and whether data is used or retained,
then the investigator is likely to be a data processor.

If an investigator retains any information for their own
purposes, or decides to allow another party to access
data, then the investigator will be a data controller.

1 Section 1(1), Data Protection Act 1998. See also Information
Commissioner’s Office (2007), Data Protection Technical Guidance:
Determining what is personal data.

2 Fraud Advisory Panel (2006), Perceptions on the Impact of Data
Protection Legislation on the Successful Private Sector Investigation
of Fraud.

3 Section 55, Data Protection Act 1998.


