
The Information Commissioner recommends
compliance with the international standard for
information security management, ISO 27001.

INFORMATION COMMISSIONER’S POWERS
The Information Commissioner’s Office has
enforcement powers in circumstances where there has
been a breach of the Act; and the people whose data
has been lost, stolen or otherwise compromised as the
result of a security breach have rights under the Act,
including the ability to claim damages. Further
information is contained in the Information
Commissioner’s guidance note Data Protection Good
Practice Note: Security of personal information, and other
professional bodies have issued sector-specific guides 
to which you may also wish to refer.

If you do suffer a security breach, there is currently 
no legal obligation to inform the Information
Commissioner, but if the breach is serious – for
instance, putting a large number of people at risk – 
you may want to notify the Information Commissioner
on a voluntary basis. Although this could mean that
you face formal enforcement action, the Information
Commissioner’s Office considers that responsible data
controllers should notify, rather than hoping that the
matter is not drawn to its attention by others. You
should also consider notifying the people whose data 
is at risk that the breach has occurred.

If you suffer a security breach which relates to personal
data which you process on behalf of a Client, you
should let your Client know as soon as possible.

INFORMATION COMMISSIONER’S OFFICE
The Information Commissioner’s Office has said that it
‘welcomes this sensible practical advice which should
help investigators understand their data protection
responsibilities’.

FURTHER INFORMATION
Other leaflets in this series include Issues to consider
when determining whether investigators are data
controllers or data processors, Issues to consider when
obtaining and sharing data and Summary of published
guidance, which are available from the Fraud Advisory
Panel website.

Other sources of information:

• Criminal Records Bureau
www.crb.gov.uk

• Disclosure Scotland
www.disclosurescotland.co.uk

• Fraud Advisory Panel
www.fraudadvisorypanel.org

• Information Commissioner’s Office
www.ico.gov.uk

• International Organization for Standardization
www.iso.org

• Office of Public Sector Information
www.opsi.gov.uk
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Disclaimer
Dissemination of the contents of this Guide is encouraged. Please give full
acknowledgement of the source when reproducing extracts in other published
works. Whilst every effort has been made in the construction of this Guide,
compliance with it does not guarantee that you and/or your business will not be 
a victim of fraud or criminality aimed against you and/or your business. The Fraud
Advisory Panel and the contributors to this Guide accept no responsibility for any
action taken by parties as a result of reading this Guide. Readers are strongly
advised to seek and obtain the appropriate professional advice on the issues 
raised which affect them or their business.
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Data Security
Keeping personal data secure



INTRODUCTION
The Data Protection Act 1998 (‘the Act’) applies to all
individuals and businesses ‘processing’ data in the UK;
‘processing’ means any activity carried out with data
relating to living individuals, including storing,
consulting, retrieving, and disclosing it.

A key requirement of the legislation is that personal
data must be processed securely. As a result,
investigators must take steps to ensure that the
personal data they process is subject to appropriate
security.

Investigators who process personal data for their own
purposes as ‘data controllers’ must put in place
appropriate technical and organisational measures to
protect such data. A full explanation of the term ‘data
controller’ can be found in the Fraud Advisory Panel
leaflet Data Controller or Data Processor? Issues to
consider when determining whether investigators are 
data controllers or data processors.

LEGAL REQUIREMENTS
The security requirements are summarised in Principle
7 of the Act and explained in more detail in Schedule 1
Part II of the Act.

Principle 7: requires that appropriate technical and
organisational measures shall be taken against
‘unauthorised or unlawful processing’ of personal data
and against accidental loss or destruction of, or
damage to, personal data.

Schedule 1 Part II: explains that in deciding what level
of security to put in place you should use up-to-date
technology to protect against security risks and that 
the security measures which are implemented should
be appropriate to:

(a) the harm that might be caused to people as a result
of the unauthorised or unlawful processing of, or
accidental loss, destruction or damage caused to,
their data;

(b) the nature of the data in question. For instance,
sensitive personal data such as health and criminal
information, or financial data, might pose a greater

risk and should be treated accordingly. National
Insurance numbers are also seen as high-risk, 
as they can be used to facilitate identity theft.

Databases or media which contain large numbers of
files containing personal data may also require higher
levels of protection.

RELIABILITY OF EMPLOYEES
Where your employees are processing personal data
you will need to take steps to ensure their reliability
before allowing them access to the data.

This may include a degree of pre-employment vetting
to ensure that employees:

• can produce adequate references;

• can prove that they are who they say they are; and

• do not have a history of criminal offences relating 
to fraud or theft.

Prior criminal history can be checked by obtaining
employee certification from either the Criminal Record
Bureau or Disclosure Scotland (for web addresses, 
see overleaf).

Employees should also receive appropriate training, 
so that they understand the requirements of the Act
and any procedures which they should follow to keep
information secure.

RELIABILITY OF SUBCONTRACTORS
If you are a data controller who uses a subcontractor to
process personal data, the Act requires that you carry
out a due diligence exercise before appointing the
subcontractor. This is to ensure that the subcontractor
can provide ‘sufficient guarantees’ that appropriate
technical and organisational security measures are in
place and are complied with by them.

In addition, Schedule 1 Part II also requires that as a
data controller you must put in place a written contract
with the subcontractor which restricts the sub-
contractor to act only under instructions from the data
controller when processing personal data. The contract
must impose obligations equivalent to those imposed
on a data controller by Principle 7.

INVESTIGATORS AS SUBCONTRACTORS 
OR DATA PROCESSORS
If you are acting as a ‘data processor’, and process
personal information only on behalf of your Client, 
the Client will pass on these security obligations to 
you in a written agreement or contract.

You should ensure you understand these obligations
and follow any instructions your Client gives you in
relation to security. You should check your Client
agrees with any security measures you put in place.

PRACTICAL MEASURES
The Act does not provide much detail as to what
specific security measures should be included for
personal data, but as a minimum it is suggested that
the following precautions are taken:

• Implement technical controls to limit access to
personal data to those who need such access for
business purposes: for example, by protecting
systems access with passwords or biometrics.

• Prevent those who should not be able to access
personal data from gaining physical access to the
relevant systems or storage facilities where data 
is kept.

• Where personal data is held on IT systems,
implement technical safeguards, such as firewalls or
encryption, to prevent outside parties gaining access
to data.

• Protect data in transit: for example, encrypt sensitive
data sent in emails and use registered post or reliable
couriers to transport files.

• Avoid storing personal data, especially sensitive or
financial data, on unencrypted portable media such
as CD-ROMS or tapes, laptops or memory sticks
(removable USB drives).

• Where disclosing personal data over the telephone,
verify the caller’s identity to ensure they are
authorised to receive the information.

• Employ confidential waste disposal services or use
good quality cross shredders to dispose of paper or
hardware on which personal data has been recorded.


