
DISCLOSING DATA
Following from all of the above, you must be careful,
before disclosing data you process to someone else,
that either:

(a) you are not breaching the general prohibition 
on doing so, or

(b) that one of the exemptions applies.

You should therefore confirm who you are talking 
to and why they seek the information they do.

It is best practice to require that a request be made in
writing as detailed above. Bear in mind that requiring
documentation to support the request is only of value
if it is true. In other words, you may need to carry out
some due diligence to satisfy yourself that the person
making the enquiry is who they say they are and that
the exemption really does apply. Do not take the enquirer’s
word for these matters: make your own enquiry to verify
what you are told.

Law enforcement officers sometimes produce a
‘certificate’ as part of their written request. If you receive
such a ‘certificate’ from a law enforcement agency,
specific procedures will apply. For example, a ‘section
29 certificate’ from the police should be signed by 
two officers, one of the rank of inspector or above.

Once you are satisfied that the enquiry is legitimate,
you still need to reach your own conclusions as to
whether any exemption to the prohibition against
disclosure applies.

Finally, make sure you keep a record of:

• the enquiry,

• your due diligence checks,

• your decision-making process, and

• what data (if any) you disclose as a result, 
and to whom.

INFORMATION COMMISSIONER’S OFFICE
The Information Commissioner’s Office has said that it
‘welcomes this sensible practical advice which should
help investigators understand their data protection
responsibilities’.

FURTHER INFORMATION
Other leaflets in this series include Issues to consider
when determining whether investigators are data
controllers or data processors and Summary of published
guidance, both of which are available from the 
Fraud Advisory Panel website.

Other sources of information:

• European Commission
http://ec.europa.eu/justice_home/fsj/privacy

• Fraud Advisory Panel
www.fraudadvisorypanel.org

• Information Commissioner’s Office
www.ico.gov.uk

• Office of Public Sector Information
www.opsi.gov.uk
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Disclaimer
Dissemination of the contents of this Guide is encouraged. Please give full
acknowledgement of the source when reproducing extracts in other published
works. Whilst every effort has been made in the construction of this Guide,
compliance with it does not guarantee that you and/or your business will not be 
a victim of fraud or criminality aimed against you and/or your business. The Fraud
Advisory Panel and the contributors to this Guide accept no responsibility for any
action taken by parties as a result of reading this Guide. Readers are strongly
advised to seek and obtain the appropriate professional advice on the issues 
raised which affect them or their business.
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Obtaining and
Sharing Data
Issues to consider when
obtaining and sharing data



INTRODUCTION
The Data Protection Act 1998 (‘the Act’) applies to all
individuals and businesses ‘processing’ data in the UK:
‘processing’ means any activity carried out with data
relating to living individuals, including storing,
consulting, retrieving, and disclosing it.

As a result, disclosure of data by or to investigators
must be carried out in accordance with the Act. 
The Act does not lay out specific rules about when
disclosure is or is not permissible; no Act could cater 
for every eventuality. Instead, the Act sets out a number
of general rules and principles about how you should
handle data you process or control. In relation to
disclosure, these rules are referred to collectively as the
‘non-disclosure provisions’. They apply to anyone who
proposes to disclose data, i.e. investigators and those
considering disclosing to investigators.

The non-disclosure provisions are contained in 1-5 of
the data protection principles (Schedule 1) and sections
10 and 14 of the Act. The most relevant are:

• Principle 1: requires that data is processed fairly 
and lawfully, which includes the duty to inform 
the subjects of the data who is gathering their data
and why;

• Principle 2: requires data to be obtained only for
one or more specified and lawful purpose (i.e. you
cannot gather data for purpose A but then use it 
for purpose B);

• Principle 5: requires that data shall not be kept for
longer than is necessary for the purpose(s) of the
processing; and

• the rights to prevent processing likely to cause
damage or distress (section 10) and to require
rectification, blocking, erasure and destruction 
of inaccurate data (section 14).

Generally, then, disclosure will be in breach of the Act
unless the people who are the subject of the data:

• were told at the time the information was collected
that it was intended to disclose information to others;

• those others were identified; and

• the reasons and the circumstances of the disclosure
were explained.

The Information Commissioner’s Office (ICO) has
enforcement powers in circumstances where there has
been a breach of the Act, and the people whose data
has been unlawfully disclosed have rights under the
Act, including the ability to claim damages.

EXEMPTIONS
In the light of the non-disclosure provisions set out
above, if you are considering disclosure care must be
taken before disclosing data you control to anyone
else, whether inadvertently or deliberately.

However, there are exemptions to the general
prohibition against disclosure. The exemptions are
spread throughout the Act and also appear in Statutory
Instruments which have set out further data protection
rules since the Act was passed. It is important to note
that these exemptions have different effects, in that
some exemptions work to restrict nearly all of the Act’s
provisions, whilst others are limited in their scope and
restrict only certain parts of the Act.

We cannot set out all of the exemptions here, but the
most significant for investigators are:

i. the exemption for processing for the purpose 
of the prevention or detection of crime, or the
apprehension or prosecution of offenders 
(section 29); and

ii. the exemption for disclosures required by law 
or made in connection with legal proceedings
(including prospective legal proceedings) or for
obtaining legal advice, or which are necessary
for the purposes of establishing, exercising or
defending legal rights (section 35).

If you are an investigator seeking disclosure and your
enquiry falls within one of the exemptions outlined
above, in order to maximise your chances of gaining
access to the data you seek, you should put your
request in writing and formally certify that you need
the information for the purpose of crime detection or
in connection with legal proceedings.

Obtaining written documentation of the request does
not in itself have any legal effect, but if a complaint is
ever made it will help that party demonstrate that it
had good grounds for believing that it could disclose
the data without breaching the Act. It follows that such
a letter is only of use if it is truthful and helps establish
that one of the exemptions genuinely applied.

OBTAINING DATA
When carrying out investigations you will often need
access to data controlled by others. It is imperative 
that you do so in accordance with the Act’s provisions;
crucially, you may be committing a criminal offence 
if you obtain data in a way which the person or body
you are obtaining it from does not consent to.

For example, if you pretend that you are someone you
are not, or give false details about the purpose of your
enquiry, it is likely that you are doing so because you
know that the person you are talking to would not 
co-operate otherwise.

You face a criminal conviction and penalty if you intend
to obtain the data without consent or you do so reckless
as to whether you have consent.

Therefore, to ensure you gain access to data in a 
lawful manner:

i. You must give the person or body you are contacting
full details of who you are and why you seek access
to their data.

ii. You should make a written request as outlined
above: anticipate what you will need in order to
establish that you have a legitimate reason for
asking for the data and the extent to which this is
compatible with the object of your investigation.

iii. Remember that ‘data protection’ is often used as an
excuse for non-cooperation: be prepared to set out
why the disclosure you seek is not in breach of the
Act and explain why the person you are talking to
can lawfully tell you what you need to know.


