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1 INTRODUCTION 
 

1.1 The Fraud Advisory Panel (the ‘Panel’) is a registered charity and membership 

organisation which acts as an independent voice and supporter of the counter fraud 

community in the United Kingdom.  

 

1.2 Established in 1998, the Panel works to encourage a truly multi-disciplinary perspective 

on fraud. It has over 300 corporate and individual members, drawn from the public, 

private and third sectors and across a variety of professions.  

 

1.3 The Panel’s role is to raise awareness of the immense human, social and economic 

damage caused by fraud and financial crime and to help individuals and organisations 

to develop effective strategies to prevent it. 

 

1.4 The Fraud Advisory Panel welcomes the opportunity to respond to the Office of Fair 

Trading (the ‘OFT’) consultation paper on e-consumer protection to help inform the 

development of a national strategy to better protect consumers on the internet and to 

enable the OFT, local authority Trading Standards Services and other enforcement 

agencies to work together more effectively.  

 

1.5 Policing the internet is notoriously difficult; it is cross-jurisdictional, constantly evolving 

and affords greater anonymity and opportunity for the unscrupulous to commit crime. It 

is little wonder then that cybercrime, including online fraud and scams, is a pervasive 

and growing threat to individuals and businesses in the United Kingdom. 

 

1.6 Although the consultation paper covers a wide range of issues that are of interest to 

our members, we have limited our response to consultation question 5 “are there any 

general comments you would like us to take into account when developing the e-

consumer protection strategy”. We make a number of general observations about fraud 

and cybercrime that we believe the OFT should take into consideration in the 

development of the e-consumer protection strategy although we appreciate that the 

scope of the strategy is wider than these two issues alone.  

 

1.7 This response has been prepared on behalf of the Fraud Advisory Panel by its 

Cybercrime Working Group and in particular Tim Harvey (Association of Certified Fraud 

Examiners), Robert Dias (IIGC), and Mia Campbell.   
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2 GENERAL COMMENTS 
 

2.1 The Fraud Advisory Panel applauds the important work of the OFT to protect the 

interests of UK consumers online. Consumer Direct and Scambusters are two notable 

examples of this work.  

 

2.2 However, we are concerned by what we consider to be a piecemeal approach to the 

development of counter-fraud strategy at a national level and a lack of awareness of 

relevant work-streams being undertaken by other government departments. In 

particular, we note absence of reference to the work of the National Fraud Authority 

(the ‘NFA’) and other counter fraud initiatives such as the National Fraud Intelligence 

Bureau (the ‘NFIB’) and Action Fraud (the national fraud reporting centre) despite some 

obvious synergies.   

 

2.3 The Fraud Advisory Panel believes there is a current opportunity for government to 

take a wider view of counter-fraud policy and delivery to ensure a more consistent, 

joined-up and cost effective approach in future.  

 

Consumer and business reporting  

 

2.4 The Fraud Advisory Panel notes that the OFT proposes to develop a consumer online 

reporting system as a front end to Consumer Direct and is also considering the 

introduction of a positive reporting requirement on businesses to provide certain 

information on rogue traders, spammers and incidences of fraud to authorities.   

 

2.5 One of the fundamental weaknesses of our current system is that there remains 

confusion amongst the public as well as many businesses (particularly those in non-

regulated sectors) about how and where to report certain types of crime – including 

cybercrime and fraud. This stems from the existence of multiple reporting channels, 

such as Consumer Direct, Action Fraud, and the Police, and a lack of ongoing and 

sustained educational campaigns to improve awareness.  

 

2.6 It is of crucial importance that new initiatives do not compound this issue further. There 

needs to be a clear delineation between the types of issues to be reported to the OFT 

versus other enforcement agencies, particularly in relation to scams which often 

contain an element of fraudulent conduct. Consumers and businesses are unlikely to 

differentiate between the two.  
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2.7 Therefore we wonder whether there might be greater merit in either: 

 

(a) the creation of a new specialist cybercrime unit based upon the US Internet 

Crime Complaints Centre (IC3) which is a partnership between the Federal 

Bureau of Investigation, National White Collar Crime Centre and the Bureau of 

Justice Assistance; or 

 

(b) the amalgamation of existing fraud reporting channels into Action Fraud and the 

expansion of its remit to accept all reports of fraud and cybercrime. As is currently 

the case, these reports could be fed into the NFIB for analysis and, where 

appropriate, dissemination to relevant law enforcement agencies for 

investigation.  

 

2.8 The Fraud Advisory Panel has recently completed a detailed examination into the 

reporting of corporate fraud in the United Kingdom. The report, fraud reporting: a 
shared responsibility, found a general reluctance by companies to report the 

incidence of fraud to external parties, particularly law enforcement agencies, for a 

variety of reasons including loss of control, lack of police investigation, and additional  

compliance costs. 

 

2.9 The introduction of a new positive requirement on business to report e-fraudsters to law 

enforcement is likely to be met with opposition. Businesses should be encouraged to 

make voluntary reports of fraud in the public interest via established reporting 

mechanisms such as Action Fraud and the NFIB in order to facilitate greater 

intelligence gathering and coordinated enforcement action (for example between 

Trading Standards, local police forces and/or the Police Central E-Crime Unit). 

 

2.10 Certain trade and/or industry bodies already voluntarily provide fraud-related data to 

the NFIB and there seems to be no obvious reason why this could not be extended to 

include information relating to internet and/or e-consumer fraud. We believe there is 

limited value in the establishment of new or additional fraud intelligence databases: 

 

(a) the NFIB has already secured the first ever agreements to share bulk fraud data 

between the police and public and private sectors and has invested in a powerful 

analytical system to turn this information into intelligence that can be used to 

identify patterns in offending, victims and organised crime;  
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(b) the OFT has been a key partner in the development of this system and supplies 

bulk data to the NFIB for analysis – including internet related fraud – which has 

resulted in recent and successful investigations into online ticket frauds; and  

 

(c) the NFA has established a cross sector taskforce to improve information sharing 

to counter fraud and a number of work-streams are in progress.  

 

Making the online experience safer  

 

2.11 Businesses, particularly smaller businesses, could potentially benefit from greater 

educational initiatives designed to promote the benefits of investing appropriate 

resources into the development of secure payment systems. Conversely, consumers 

could also potentially benefit from receiving more information about how to buy goods 

and services online safely. We believe that the OFT has an important role to play in 

these educational initiatives. These need to be simple, concise and in plain English and 

use multiple communication channels to target different types of business and 

consumer.  

 

2.12 It is also worth noting that the new Payment Card Industry Data Security Standard (PCI 

DSS) introduces security requirements designed to protect cardholders’ plastic card 

details and transaction information, including card-not-present transactions made on 

the internet.  Companies which do not comply can be subject to a range of sanctions.  

 

Policing the internet – regulation and enforcement issues 

 

2.13 It is essential that law enforcement agencies are adequately funded and resourced to 

receive reports and/or intelligence of fraud and to investigate them.  

 

2.14 The Fraud Advisory Panel welcomes the establishment of a cross-agency enforcement 

group. We consider this to be an essential element in developing a national joined-up 

strategic response to fraud and e-consumer protection which is likely to encourage 

better collaboration and co-ordination of enforcement action, as well as the exchange 

of intelligence on current and emerging threats and the identification of future national 

and global threats.  

 

2.15 Additional regulation of the internet may be difficult to police and enforce, and is likely 

to lag behind the speed of technological change given the constantly evolving nature of 
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the internet. Co-regulation and self-regulation may offer more effective and responsive 

solutions. The challenge for the OFT will be in monitoring the activities of those 

businesses which fall outside the scope of relevant trade or membership bodies and 

may not comply with best practice.   

 

2.16 Finally, we believe that there is overlap and duplication between the various 

enforcement agencies responsible for investigating e-fraud; this is not cost effective, is 

a wasteful use of limited resources, and creates unnecessary confusion about which 

agency should lead or ‘own’ particular types of e-fraud.  
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