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An introduction to fraud investigations
Businesses should be prepared to act immediately on suspicions of fraud. Whether investigations
are conducted in-house or by a third party, it is important that your organisation has a basic
understanding of the investigation process and what you can and cannot do.

Planning an investigation

Key issues to consider when planning an

investigation should include (but are not

limited to) the following:

• Are your objectives clear and have they

been agreed upon by the relevant

personnel? Conduct a risk analysis at 

an early stage to identify any difficulties

that may be encountered during the

investigation. Has the cost (time, money

and resource) of the investigation been

considered?

• Who will supervise the investigation 

and keep a record of it? What (if any)

investigative skills are available in-house?

Should you involve the police and/or

appoint external professional

advisers/investigators to conduct the

investigation? Who should be aware 

of the fraud within the organisation?

• Consider the potential offences. This will

identify your points to prove and what

evidence you will need to gather.

What immediate actions are needed 

to preserve evidence and the proceeds 

of the fraud?

• Evaluate your evidence; consider the

quantity of evidence gathered, its

relevance, reliability and admissibility.

It is important to remember that there

are different standards of proof that 

need to be met according to the type 

of action you wish to take against the

fraudster – disciplinary, regulatory, civil

or criminal (see our separate factsheets

on An Overview of Parallel Sanctions and

An Introduction to Civil Asset Recovery

for more information). Legal and/or

professional advice may need to be

sought.

Introduction

Every organisation should have an 
anti-fraud policy that clearly states its
commitment to investigate all allegations
of fraud and to take appropriate action
against fraudsters. This can act as a
deterrent to would-be fraudsters and sends
a clear message that fraud is not tolerated
by the organisation.

Investigation guidelines will often form part
of the organisation’s fraud response plan
and will outline the who, what, when and
how of the investigation life cycle (see our
separate factsheet An Introduction to Fraud
Response Plans for more information).

A range of investigation options are
available:

• do nothing

• in-house investigation

• external investigation by professional
advisers/consultants

• police investigation (potentially leading
to criminal prosecution).

The option(s) pursued will depend upon
the organisation’s objectives and appetite
for taking action (disciplinary, regulatory,
civil or criminal) against the suspected
fraudster and a variety of other factors,
such as the complexity of the case, 
the level of internal fraud investigation
resource available, any legal and/or
professional advice obtained, and cost.

The investigation process can be quite
complex for someone with little or no
experience and it is important that
organisations give due consideration to the
need for external professional advice to
avoid falling foul of the law, contaminating
important evidence and preventing further
losses from occurring.

Key risks

Badly conducted investigations can

damage vital evidence, the reputation 

of the organisation and staff morale. 

Some of the key risks associated with 

fraud investigations include (but are not

limited to):

• reticence to punish employees or

investigate them for internal fraud,

preferring to permit their ‘quiet’

resignation so as to avoid negative

publicity (for fear of reputational

damage, public perception, etc);

• unqualified staff attempting to conduct

investigations and compromising

evidence (which ultimately means a case

will not be prosecuted via the criminal

justice system);

• failure to comply with relevant legislation

resulting in evidence becoming

inadmissible in court;

• failing to establish contacts and

credibility with law enforcement;

• assuming the police will investigate the

fraud once it has been reported to them

– or expecting them to conduct the

whole investigation on behalf of the

organisation.

The investigation life cycle

The five main steps in the investigation life

cycle are:

1. initial action

2. objective setting and planning

3. information gathering and interviews

4. reporting

5. taking action.

 

http://www.fraudadvisorypanel.org/publications.php?c_id=19�
http://www.fraudadvisorypanel.org/publications.php?c_id=19�
http://www.fraudadvisorypanel.org/publications.php?c_id=19�
http://www.fraudadvisorypanel.org/publications.php?c_id=19�


so it is crucial for the report to be clear and
concise. Make sure you take the necessary
steps to ensure that it is stored securely
and free from the threat of contamination
and destruction.

Fraud can also be reported to the police 
for criminal investigation and/or to Action
Fraud – the UK’s national fraud and
internet crime reporting centre.

Your organisation may also have a duty to
report certain types of fraud to third parties
such as to law enforcement, regulatory
authorities, external auditors, banks or
insurance companies.

Hallmarks of an effective
fraud investigation

DO:

4 Have a fraud response plan in
anticipation of a fraud being discovered
or suspected.

4 Consider the immediate actions that
need to be taken to preserve evidence
and prevent further losses.

4 Investigate and monitor every incident
of suspected fraud and apply lessons
learnt to ensure you reduce the risk of
repeat occurrences.

4 Designate a senior manager/director
with specific responsibility for the
periodic review of anti-fraud controls
and generally keeping up to date with
best practice for managing fraud
investigations.

4 Consider the need to establish policies
to allow your business to use legitimate
investigation techniques such as desk
searches, use of CCTV surveillance, 
and monitoring of electronic
communications etc.

4 Ensure all investigations adhere to
relevant legislation (such as DPA 1998,
HRA 1998, PACE 1984, PIDA 1998 and
RIPA 2000).

4 Use suitably qualified and experienced
experts where necessary, such as fraud
investigators, forensic accountants,
lawyers or asset recovery specialists.

4 Ensure that any senior manager
appointed as an investigator is outside
the function under investigation.

4 Maintain detailed and accurate records
of all investigative actions and
decisions.

• Any action towards a suspect should be
measured and justified. Particular care
should be taken in cases involving
employees to determine whether there
are sufficient grounds to suspend 
them and/or restrict their security
clearance/access. If in doubt you should
seek legal and/or professional advice.

Legal considerations

Investigators should be familiar with
relevant legislation, including (but not
limited to):

• Bribery Act 2010

• Computer Misuse Act 1990

• Criminal Procedures and Investigations
Act 1996

• Data Protection Act 1998

• Fraud Act 2006

• Human Rights Act 1998

• Money Laundering Regulations 2007

• Police and Criminal Evidence Act 1984

• Proceeds of Crime Act 2002

• Public Interest Disclosure Act 1998

• Regulation of Investigatory Powers Act
2000.

Some organisations may also have
regulatory obligations under the Financial
Services and Markets Act 2000.

Getting outside help

In order to conduct a successful
investigation you will need a good level of
knowledge of relevant legislation and codes
of best practice. Sometimes this expertise 
is not available in-house, and it may be
necessary to seek external professional
advice from a lawyer, fraud or other
commercial investigator, forensic
accountant, asset recovery specialist or 
a combination of these. It is important 
to choose the right specialist with the 
right experience in order to protect the
organisation’s reputation and ensure that
information is obtained lawfully.

If you wish to press criminal charges
against the suspect you will need to 
involve the police or other public body
with relevant investigatory powers such 
as HMRC, the Serious Fraud Office (SFO), 
or the Serious Organised Crime Agency
(SOCA). Preferably this should be done 
at an early stage to allow for any potential
hurdles to be discussed and for evidence 
to be gathered to the necessary standard.
Increasingly there is a greater onus on the

private sector to produce a police-style file
(containing evidence and statements) for
handing over to police. You may also be
expected to commit resources and time 
to assist the police in their enquiry.

It is important to note that involving the
police will not hinder your ability to take
civil action concurrently (see our separate
factsheet on An Overview of Parallel
Sanctions for more information), but you
should be aware of how each type of
investigation will impact upon the other.

Information gathering
and interviews

Expert advice should be sought if there is
any doubt when dealing with evidence. If
evidence is gathered or handled improperly
it could be deemed inadmissible in court.

There are a number of tools available to
investigators and their use will depend
upon the specific characteristics of each
case. Tools include (but are not limited to):

• background data/open source research

• computer data retrieval from digital
devices

• covert surveillance and vehicle tracking

• document and handwriting analysis.

Computer evidence should be treated with
the same duty of care as physical evidence.
Computer-based electronic evidence
should be forensically examined by
professionals. The Association of Chief
Police Officers (ACPO) has produced a
Good Practice and Advice Guide for Managers
of e-Crime Investigation which is available
online at www.acpo.police.uk.

Interviews should be well planned in
advance and meet the standards set out by
the Police and Criminal Evidence Act 1984
and the Code of Practice for the Detention,
Treatment and Questioning of Persons by
Police Officers (Code C). The code of
practice applies to anyone who is charged
with the duty to investigate and who 
is involved within the conduct of the
interview. Following the code of practice
will ensure the interview is admissible as
evidence in a court of law.

Reporting

Each stage of a fraud investigation should
be documented. The written report should
be accurate, relevant and chronologically
referenced. An investigation report is likely
to end up in court if the case is prosecuted,

FRAUD FACTS Issue 16 June 2012

http://www.cheshire.police.uk/pdf/Code%20of%20practice%20for%20the%20detention,%20treatment%20and%20questionning%20of%20persons%20by%20police%20officers.pdf�
http://www.cheshire.police.uk/pdf/Code%20of%20practice%20for%20the%20detention,%20treatment%20and%20questionning%20of%20persons%20by%20police%20officers.pdf�
http://www.cheshire.police.uk/pdf/Code%20of%20practice%20for%20the%20detention,%20treatment%20and%20questionning%20of%20persons%20by%20police%20officers.pdf�
http://www.legislation.gov.uk/ukpga/1984/60/contents�
http://www.acpo.police.uk/�
http://www.acpo.police.uk/�
http://www.fraudadvisorypanel.org/publications.php?c_id=19�
http://www.fraudadvisorypanel.org/publications.php?c_id=19�


Fraud Advisory Panel, Chartered Accountants’ Hall, Moorgate Place, London EC2R 6EA.
Tel: 020 7920 8721, Fax: 020 7920 8545, Email: info@fraudadvisorypanel.org.
Company Limited by Guarantee Registered in England and Wales No. 04327390
Registered Charity No. 1108863

The Fraud Advisory Panel gratefully
acknowledges the contribution of 
David Kearns (Expert Investigations Ltd),
Kay Linnell (Kay Linnell & Co), and
Oliver Stopnitzky (Fraud Advisory Panel)
in the preparation of this Fraud Facts.

OTHDIG11379  6/12 FRAUD FACTS Issue 16 June 2012

4 Have arrangements in place for the safe
and secure storage of evidence and
other investigative material.

4 Manage the flow of information about
the investigation on a ‘need to know
basis’, but be ready to react to internal
rumour and/or external enquiry.

4 Consider the use of ‘parallel sanctions’
in fraud investigations and associated
legal or disciplinary proceedings.

4 Establish close working relationships
with human resources and senior
management to ensure all incidents of
fraud, particularly by employees, will 
be appropriately dealt with. To deter
future attempts or incidents, publicise
(internally if employees) the sanctions
of those who have committed fraud.

4 Learn from your investigations –
regularly review trends and outcomes.

DO NOT:

7 Panic! Consider your fraud response
plan before you take action.

7 Encourage staff to confront suspected
fraudsters and/or investigate suspicions
of fraud themselves. This could expose
them to physical danger and lead to
the destruction of evidence.

7 Allow too many people to know about
the allegations before they are
investigated.

7 Fail to take full steps to capture and
secure the evidence.

Further information

See our separate fraud factsheets on 
An Introduction to Fraud Response Plans,
An Introduction to Civil Asset Recovery and
An Overview of Parallel Sanctions for more
information.

Association of Chief Police Officers
www.acpo.police.uk

Association of British Investigators
www.theabi.org.uk

Fraud Advisory Panel
www.fraudadvisorypanel.org

www.fraudadvisorypanel.org
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