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Bluetooth transmissions work up to about
30 feet or more. Again, in a public place
this can advertise your presence and the
fact that your device can be connected 
to and either hacked or hijacked.

Hijacking (also known as ‘blue-jacking’ 
or ‘snarfing’) is a favourite ploy of many
fraudsters. They can steal a mobile number
silently and with great simplicity, then use
it to dial premium numbers for services
which would be difficult to explain to a
person’s spouse or partner. The resulting
bill can be an equal embarrassment, with
no way of proving to the service provider
that it wasn’t the subscriber making the
calls.

The best way of staying secure is to switch
Bluetooth off by going into the phone
settings and disabling it. You can also
protect your identity further by not
choosing an obvious profile. Calling your
phone: ‘John Smith’s Nokia’, for example,
tells the potential phone-jacker way too
much.

Other ways to make Bluetooth more secure
are to:

• Set a personal pass code – don’t use the
default settings – and change it
frequently.

• Do not use an obvious code e.g. 123456.

• Turn the Bluetooth signal to
‘undiscoverable’ when it is not in use.

• Never pair with any Bluetooth-enabled
device that you do not recognise.

Wi-fi at home
Home wireless networks have a range of
around 150ft indoors and 300ft or more
outdoors, depending on a number of
factors, including the strength of the
transmitter and the number and type 
of obstructions in the way of the signal.

Introduction
Wireless technology is now built in to just
about every gadget we’re likely to own –
from mobile phones, PDAs and laptops
through to iPods, cameras and book
readers. It is a functionality which is less 
a feature than a consumer requirement. 
We simply expect to have connectivity.
But do we ever question what that means,
or whether it’s really necessary all of 
the time?

Why is data security important?
Data security is a hot topic, both in
business and at a personal level. Most
people are aware that computer systems
need to be secured using a combination 
of hardware and software. Yet firewalls,
anti-virus and anti-spam programs can 
do only so much to protect our data.

Wireless communications offer a window 
of opportunity for the data thief which
none of these can counter. So whether
you’re roaming free, at your desk or sitting
in your armchair, you need to take note.

Data safety on the move
Mobile phones, PDAs and laptop
computers now come with two wireless
technologies as standard: Wi-Fi and
Bluetooth.

Many people forget to turn this
functionality off on their mobiles and
laptops when they are not in use. Mobile
phones in particular are often switched 
on permanently because users don’t think
to check.

As a result, their presence is advertised to
other wireless users 300 feet away or more
– including inside buildings, on trains or
buses and walking in the park. Wireless
signals travel through walls and windows,
so they can be picked up outside or in a
neighbouring building. Since the signals

are always seeking connections, they are
easily discovered and, unless properly
secured, can be hacked in a matter of
minutes.

Securing mobile wi-fi – computers
There is one very simple wireless security
solution: turn it off. If you’re not using it,
why does it need to be on? With most
laptops, all it takes is a flick of a switch.

Wi-Fi signals travel further than Bluetooth
signals and this should be borne in mind,
especially in heavily populated areas.

One of the main risks with mobile Wi-Fi is
that it can be configured to automatically
connect to available networks. This puts
the computer concerned at risk as it may
hop on to any free hotspot without
notifying the user. All the potential hacker
then needs is some free software, readily
available on the internet, to steal
passwords, contacts and other personal 
or confidential data.

To check whether your Wi-Fi is set to allow
automatic connections, you need to look 
at the computer’s wireless configuration
settings. For computers running Windows
this can be done via the Control Panel.

Disabling automatic connection does not
need to be an inconvenience. If wireless 
is used at home, you can set up your 
home network as a ‘preferred network’.
This means that you will still be able to
connect automatically to it without running
the risk of indiscriminately connecting to
less reliable networks.

Wi-fi on the move – phones
The main security risk with mobile phones
is Bluetooth. Bluetooth is a useful
technology if you need to make a file
transfer over a short distance – to print 
a document or share a photograph with 
a friend.

Wireless safety
Always being connected – especially when you’re on the move – can seem like a wonderful thing. 
You can surf the internet, write and pick up emails, download important files – everything that 
you can do in the office or at home – whenever and wherever you wish. But all this comes at a
price. That price is the security of your data.

 



‘War-driving’ (also known as ‘access point
mapping’) is a common tactic used by
fraudsters who drive around residential
areas to identify and exploit weak home
wireless networks for their own gain.

An easy way of making a wireless network
more secure is to place the transmitter 
near the centre of the home, away from
any windows.

Modern wireless networks come with
certain security features built in, e.g a
firewall and the ability to encrypt traffic.
These features should be enabled at set up.

Other security essentials are:

• Change the administrator user name and
password – the defaults are well known
to hackers.

• Turn on encryption – the more powerful
the better. Wi-Fi Protected Access (WPA)
is better than Wired Equivalent Privacy
(WEP).

• Change the default Secure Set Identifier
(SSID) name, i.e. the network name, 
at set up.

• Disable SSID broadcast – don’t let the
network advertise itself abroad.

• Enable firewalls on each computer 
as well as the router.

• Turn off the network if you’re going away
for any length of time.

More technically adventurous users 
should also:

• Turn on MAC filtering – each wireless
enabled device has a unique identifier
called the Media Access Control address.
Keying in the addresses of all known
devices to your router, in the relevant
menu, will help restrict access to the
network.

• Assign static IP addresses – most home
networks use dynamic addressing
(DHCP), which quickly gets devices onto
the internet via the router. Setting fixed
IP addresses in a private range, such as
10.0.0.x, prevents computers from being
reached directly from the internet.

How to protect yourself

DO:

4 Disable automatic connection on your
computer to Wi-Fi networks.

4 Turn Wi-Fi off on your computer when 
it is not in use.

4 Turn the Bluetooth signal to
‘undiscoverable’ on your mobile phone
when it is not in use.

4 Set a Bluetooth personal pass code on
your mobile phone and change it
frequently.

4 Enable security features built into your
wireless networks such as firewalls and
encryption.

4 Change the administrator name and
password on your home wireless
network.

4 Change the default SSID name at set up
and disable broadcast.

DO NOT:

7 Use the default settings on your wireless
devices.

7 Choose an obvious profile for your
mobile phone (e.g. John Smith’s Nokia)
or code (e.g. 12345).

7 Pair your mobile phone with any
Bluetooth enabled device that you do
not recognise.

7 Use default pass code settings, names 
or passwords on your mobile phone or
wireless networks.

7 Do not leave your home wireless network
turned on if you go away for any length
of time.
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Disclaimer
Dissemination of the contents of this Fraud Fact Sheet is encouraged. Please give full acknowledgement of the
source when reproducing extracts in other published works. Whilst every effort has been made in the construction
of this Fraud Fact Sheet, compliance with it does not guarantee that you and/or your business will not be a victim
of fraud or criminality aimed against you and/or your business. The Fraud Advisory Panel and the contributors to
this Fraud Fact Sheet accept no responsibility for any action taken by parties as a result of any view expressed
herein. Readers are strongly advised to seek and obtain the appropriate professional advice on the issues raised
which affect them or their business.
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Further information
Fraud Advisory Panel
www.fraudadvisorypanel.org

Get Safe Online
www.getsafeonline.org

Practically Networked
www.practicallynetworked.com/support/
wireless_secure.htm

10 Tips for Wireless Home Network
Security
http://compnetworking.about.com/od/
wirelesssecurity/tp/wifisecurity.htm

Guide to Wireless Security
www.moneysupermarket.com/c/
broadband/wireless-security/

Top 10 Wireless (Wi-Fi) Security Tips
www.ispreview.co.uk/articles/08wireless/

Wireless Broadband Security Essentials
www.broadbandchoices.co.uk/
wireless-security-essentials.html


