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Steven is a leading authority on fraud. Over the last 20 years his firm has been retained 

by national and international organisations all of whom have been victims of fraud.   The 

firm has an extensive international network of experienced lawyers and investigators - 

which has proved an invaluable asset to the fight against the increasingly sophisticated 

fraudster    The firm was identified in the 2000 edition of The Legal 500 as a leading 

fraud litigation practice in the UK. 

         

Steven has been invited to speak regularly to international corporations and institutions 

as well as to other lawyers.  He has recently given papers at the International Bar 

Association, the International Chamber of Commerce and to a UK Government 

Department.  

 

He is asked for comment regularly by the media and has been interviewed on the BBC, 

Sky Television and CNBC.  He is also invited to write articles for newspapers and 

specialist law publications. In addition he is co-editor of the UK Manual of the 

Association of Certified Fraud Examiners and is an active member of the association. He 

is a member of the E-Fraud working party of the Fraud Advisory Panel.  

 

Steven obtained Honours in the Law Society qualifying examinations, prior to becoming 

a solicitor in 1972. He moved quickly to become the litigation partner of a substantial 

Central London practice prior to starting his own firm in 1979.  
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Credit card fraud rose to $4 billion last year i.e. $2 for every card issued.  Visa recently 
surveyed 15 Banks from 12 EU countries.   It found that online credit card payments 
account for nearly half of all complaints, more than one in 5 of which came from people 
billed for online transactions who had not even shopped on the Internet.   A recent study 
published by the Information Technology Association of America (ITAA) found that more 
than 80% of Americans are concerned about potential fraudulent usage of personal 
information currently stored on computers. Meridien Research released a report in 
January predicting an increase in online payment fraud from $1.6 billion worldwide in 
2000 to $15.5 billion on 2005.   The BBC, reporting on the European Commission’s 
action plan to deal with credit card fraud, announced that such fraud accounted for $553 
million in illegal transactions in Europe last year.   Internet transactions represent only 
2% of credit card usage but account for half of customer complaints. 
  
What is perhaps significant is that recent surveys reveal that 9 in every 10 Internet 
fraudsters appear to be getting away with it.   40 % of companies said that they had 
been hit by the same fraudster more than once with 18 %  saying that they had been hit 
3 times by the same fraudster before the fraud was detected. 
 
Identities are stolen from the net when hackers break into web sites and obtain personal 
information on customers.  They then open new credit and bank accounts using that 
identity. Goods often don’t arrive.  In one case a Russian fraudster ordered goods using 
a stolen credit card, then sold them on an online auction at a low price to United States 
citizens, who then wired money to an untraceable Latvian bank.  
 
In June 2000, thieves took possession of an individuals social security number, leased 
four vehicles, including a BMW and a Jaguar and drove them to Brooklyn in New York.  
A month later the victim received a bill for that escapade which amounted to $180,000.   
It has been estimated that the typical identity theft victim learns about the crime only 14 
months after  it has occurred, sustains $18,000 in fraudulent charges and spends 175 
hours over 2 years restoring their clean credit and good name. 
 
One of the best known cases is that of CD Universe, an Internet retailer, who refused to 
pay $100,000 to someone believed to be a Russian hacker, known as “Maxim” who stole 
300,000 Credit Card numbers from their web site.  As a result, the hacker posted some 
25,000 credit card details on the web, for all to see.  Most of the cards have since been 
replaced.  It was reported in early June 2000 that the possibility of prosecution had been 
virtually eliminated by a failure to properly catalogue the electronic evidence. 
 
It has also been reported that approximately 2,000 records were hacked from 
SalesGate, including credit card numbers. In addition, someone has allegedly hacked 
into www.Thailandshopping.com and stolen the credit card details of about 2,000 
customers. RealNames warned its users that up to 20,000 records had been hacked 
potentially allowing user credit card numbers to be accessed. VISA USA apparently also 
warned that details of over 485,000 credit cards had been stolen. 
 
In June, it was reported that a computer hacker in the UK breached the security of a 
pioneering Internet service provider to obtain the names, addresses, passwords and 
credit card details of more than 24,000 people.    The victims apparently included 
scientists at the top secret Defence Evaluation & Research Agency, senior officials in the 
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government, BBC bosses and executives at companies such as Shell, Barclaycard and 
Halifax.   The hacker, an information technology consultant, said that he targeted the 
Kent based Internet service provider so as to expose security lapses. 
 
In January 2001, Travelocity admitted that it had exposed 51,000 potential customers’ 
names and addresses for around a month. 
 
In December 2000, it was reported that egghead.com had been hacked. Two weeks 
after, ZDNet.com reported that egghead had still not revealed whether any of the credit 
card numbers of its 3.7 million customers had been stolen.  
 
On 31 October 2000 the Consumer Protection (Distance Selling) Regulations 2000 came 
into force which required card issuers to refund any money made from fraudulent or 
dishonest use of credit and debit cards.   Consumers are no longer liable for the first £50 
of any fraudulent transaction.   However, it is still worth paying by credit card in 
preference to debit card because if goods do not turn up or the firm is unable to pay, the 
credit card companies are “jointly and severally” liable with the retailer for purchases of 
£100 or more.   There is, however, no protection for non delivery of goods for payments 
made with debit cards.    However, the new regulations do not prevent a Bank or card 
issuer enforcing a time limit in which they must be informed of fraudulent or dishonest 
use. 
 
It was recently reported that a fraudster in the UK is making £500,000 a year from 
stealing details on the credit card by a means known as “skimming”    Skimming doubled 
in the UK in the past year with resulting thefts of up to £300m. According to a UK 
newspaper, a Mr Rajinder Singh is an individual using the cloning system.   Apparently 
he admitted to their reporter “I have been doing this for 7 years.  I make between 
£30,000 and £40,000 a month cloning.  Now I make the machines as well”. 
 
Skimming is achieved in the following way: 
 
The first step is to recruit an unscrupulous bartender, waiter or shop assistant to steal 
information from customers credit or debit cards.   The fraudster will then give their new 
recruit a pocket size device with a scanning slot, which looks like a pager and can even 
be worn on a belt. 
 
They will then instruct them surreptitiously to swipe customers cards through this device 
on the way to the till.   This copies the information held on the magnetic strip - a process 
which takes just seconds to carry out.  
 
Those details will be downloaded to a machine.  Then they will be copied on to a 
counterfeit card, complete with security hologram markings, probably shipped in from the 
Far East. 
 
Then they use the credit card extensively like the thieves who stole the card details from 
shadow home secretary, Ann Widdecombe.   Police were tipped off by her credit card 
company, who were curious as to why Miss Widdecombe had apparently used the card 
nine times in one day at a pub.  The cardholder remains completely unaware that their 
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card has been cloned until they notice strange things on their statement, or until their 
credit card company queries any unusual spending patterns.  
 
A covert Police investigation has apparently uncovered a vast Russian-run counterfeit 
credit card factory, believed to be the largest and most sophisticated fraud of its kind in 
Europe.   Alexander Tanov and Vladimir Stoguine produced such foolproof imitations 
that they were capable of overriding every security measure currently in place.  The two 
Russians had already defrauded unsuspecting card holders out of £200,000 through a 
network of illegal swipe machines. Using state of the art machines, including a hologram 
stamp imported from Russia, the gang were able to produce near perfect replicas of 
Visa, Amex and Master Card.  Their versions of the interlocking globes and flying dove 
marks used by Master Card and Visa were said to be of such high quality that they were 
almost impossible to detect.   They would then sell them for £300 anticipating a month’s 
leeway before the cardholder noticed and reported the fraud.    
 
The gang, which includes at least two other people still at large, would also use the 
cards to go on extravagant Saturday afternoon spending sprees in the West End.  They 
would buy designer clothes and electrical goods which could then be sold on the black 
market.   In order to access account holders information, Tanov and Stroguine employed 
waiters and bar staff from East Europe who placed illegal swipe machines in restaurants, 
hotels and wine bars across the capital.   The waiters would carry a swipe machine often 
on their belts, which they would use to reswipe credit cards after they had been used to 
pay the original bill.   When the swipe box was full, they would be met as they came off a 
shift by Stroguine, and given another.  In exchange they would often provide them with 
forged EU passports allowing them to work in Britain.   Tanov had two Norwegian and 
one Dutch passport, all under different names.   The data in the black boxes was then 
downloaded through a computer at the factory in Streatham, South London.   In January 
Stoguine and Tanov admitted conspiracy to commit fraud at Southwark Crown Court.   
 
Armed with the information, credit card criminals have apparently found a new strategy 
in ordering money from stolen cards; small charges, a few dollars at a time.    
MSNBC.com research has revealed that for at least the last 6 months of 2000, hundreds 
and perhaps thousands of consumers have found charges of between $5 and $25 billed 
to their credit cards. 
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