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Cybercrime:
Protecting your mobile device

Is your mobile device safe?

■ www.fraudadvisorypanel.org 

■ www.immobilise.com

■ www.met.police.uk/mobilephone

■ www.getsafeonline.org

Sources of further information

Increasingly we are seeing an explosion in the use of
mobile devices which exceeds the basics of providing
voice communications. Mobile devices now provide 
access to corporate networks giving business professionals
immediate access to files stored back in the office. 
Such access comes at a price! The aim of this Guide is 
to raise awareness of some of the risks to mobile devices
and how to mitigate these. 

In safe hands?

Remember, it is not just about technology, it is as much
about users being knowledgeable when it comes to
security. The principles that apply to the office network
security equally apply to the mobile device.

Simple protection for mobile devices
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BlackBerry 8700

The RIM and BlackBerry families of related marks, images and symbols are the
exclusive properties of and trademarks of Research In Motion – used by permission.
All other images reproduced with kind permission.

Disclaimer

Whilst every effort has been made in the construction of this Guide, compliance
with it does not guarantee that you and/or your business will not be a victim 
of fraud or criminality aimed against your business or mobile device.

The Fraud Advisory Panel and the contributors to this Guide accept no
responsibility for any action taken by parties as a result of reading this Guide.
Readers are strongly advised to seek and obtain the appropriate professional
advice on the issues raised which affect them or their business.



The Threat
■ Mobile devices which connect to corporate or home

networks are at risk of attack from viruses, malicious
software and criminals intent on stealing either the
device itself, and/or the sensitive personal and 
business information it contains.

■ Mobile devices are becoming increasingly widespread.
They are used to enable connection to home networks
or even other mobile devices. Wi-Fi, Bluetooth, GSM
and other communications media enable mobile 
devices connectivity but also provide opportunity 
for the criminal to exploit weak or non existent 
security measures.

Spam, Malware, and Mobile Viruses
■ Spam is nothing new to users of computers and the

internet. The same precautions should be taken 
against mobile device spam as those taken to limit 
spam on the desktop. Invitations to respond to
competition results, the latest must-have gadgets and
access to oil/gold millions should be totally ignored 
and deleted from the device. NEVER respond to SPAM. 

■ Malware, or malicious software, is designed to install 
an executable code on your mobile device to provide
information or direct your mobile device to connect 
to websites such as premium rate or adult nature sites. 
It may also download to your mobile device expensive
ring-tones or games that you have not requested or 
do not want. For the software to work, the user is asked
to agree to install the executable code. NEVER agree 
to install such code and ALWAYS be suspicious of 
such invitations. If you have Bluetooth, keep it in 
the undiscoverable mode or off if it is not needed.

■ Mobile Viruses are no different to viruses that attack
your computer. If your mobile device is capable of email
or downloads then it should also be capable of having
some form of antivirus software installed on it. In this
day and age you would not operate a corporate or
personal computer without virus protection and the
same applies to mobile devices.

Developing Technologies
■ Modern communications are developing rapidly which

makes it difficult for the average user to keep up to date
with changes. Users of mobile devices have seen
Bluetooth, Wi-Fi, GSM and MMS change the way 
they do business in the mobile market.

■ New technologies have created new threats from
hackers and those with criminal intent. Keeping up to
date with new technology is a major challenge to users
of both mobile and fixed devices and often it is the lack
of knowledge in this area that is exploited by hackers
and criminals.

■ Whilst it is not necessary to know how new technology
works, it is important to ensure that you become
acquainted with the risks to security that it may pose
and take appropriate measures to avoid becoming a
victim. People who use new technology often become
the prime targets of hackers and criminals.

Prevention is Better than the Cure
■ Analysis of cybercrime attacks in recent years clearly shows

that with some forethought and a little pre-planning
most of the damage caused by hackers and cyber
criminals could have been prevented. All too often the
hacker’s life has been made easy because the necessary
levels of protection have not been put in place.

■ Computing with mobile devices presents some unique
challenges for both the user and those responsible for 
IT security. However one of the best forms of defence 
is to ensure that common business sense is applied to
the use of any mobile device.

■ Any deployment of mobile devices should be done in an
ordered and regulated manner. There are many sources
of reliable advice available to help such deployments.

Physical Security
■ This Guide has focused on the technical aspects of

security, but one must not forget basic physical security.
Mobile devices, by their very nature, are more susceptible
to loss or theft than their static counterparts.

■ Most, if not all, mobile devices have a function to
incorporate passwords to open and operate the device.
This may be in the form of a PIN code or some other
method which prevents the device from simply being
switched on and operated. All users should activate
these functions to make it more difficult for another
person to access the information contained on the
mobile device.

■ Install encryption to protect the content of sensitive
information. Also remember to backup your information
on a device other than your mobile device.

Final Disposal
■ Mobile devices are upgraded more often than their

static counterparts.

Remember: Before selling or recycling a mobile device
ensure that all personal and sensitive information is
removed correctly.

Without the right protection hacking your mobile device and its information is child’s play!

What you need to know

Mobile devices include a range of products such as mobile phones, personal digital assistants (PDAs) and hand-held computers. 


