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Cybercrime – email and internet scams
With almost two-thirds of UK households now using the internet, it is unsurprising that the threat

from cybercrime is on the increase. But what can you do to protect yourself online? This factsheet

highlights some of the most common internet and email scams that people can fall victim to.

receive an item which does not fit the
description or don’t receive anything at all.
A common variation, particularly active in
the motor trade, is for a seller to receive 
a cheque for more than the value of the
vehicle being sold and then be asked 
(by the purchaser) to return the
overpayment with a personal cheque. 
It will then come to light that the
purchaser’s cheque is stolen or forged,
leaving the seller out-of-pocket.

Scareware: You access a website and
receive a ‘pop-up’ telling you that you 
have some or all of the following: spyware,
malware, virus, a trojan, or pornography
downloaded onto your computer. This may
be accompanied by a barrage of other
pop-ups. You are then offered a
programme to purchase which can remove
all of the above.

Game cheat and file sharing websites:
Your computer is infected by a malware
virus when you download a game cheat, 
or share files online.

Other

Social networking: You post personal
information on your profile page, which 
is then used by cyber-criminals to commit
identity fraud. See our separate factsheet
Cybercrime – Social Networks and Virtual
Worlds for more information.

SMS phishing (called SMiShing scams):
You receive an SMS text to your mobile
phone confirming that you have signed up
for a service you know nothing about and
will be charged a daily fee unless you
cancel the order by visiting a specified

What is cybercrime?

The term ‘cybercrime’ is often used to
describe frauds that are attempted or
committed using a computer and/or 
the internet. It covers a range of activities,
including computer hacking, virus attacks
(‘botnets’, ‘malware’ and ‘adware’), fake
websites, cyber-stalking, email scams, and
cyber-extortion, to name a few. In most
cases these activities are designed to steal 
a victim’s personal, bank account or credit
card details for use in fraudulent activities,
or to use their computer in an attack on
someone else.

Common types of internet 
and email scams

Internet and email scams are numerous
and ever-evolving. Some of the most
common scams are summarised below.

Email

Advance fee frauds (sometimes called
‘West African 419’ frauds): You receive an
unsolicited email from a person who claims
to have access to a large amount of money
(usually millions) and needs your assistance
(and your bank account) to move the
money in return for a percentage of 
the cash. The fraudster will often tell 
an extraordinary story involving poverty,
children and/or lack of education; there are
many variations on the theme, but all will
urge a quick response and secrecy.

Lottery scams: You receive an unsolicited
email advising that you have won the
lottery, a yacht, a holiday or some other

prize – despite never entering a lottery or
prize draw. You are asked to pay a small
administration fee in order to receive 
your prize. These scams often originate
from overseas.

Work from home scams (sometimes called
‘money mule’ or ‘money transfer agent’
scams): You receive an unsolicited email
from a person you don’t know who wishes
to use your bank account to receive funds.
You will then be asked to make a payment
to another person or organisation after
deducting a percentage as your
commission or fee. In some cases the
fraudster will lure potential victims through
fake job advertisements.

Investment scams: You receive an
unsolicited email which tries to persuade
you to buy a financial product, such as
shares, property or other high-value goods,
with the prospect of high returns or resale
value. See our separate factsheet Investment
Scams for more information.

Phishing and vishing scams: You receive
an email purportedly from your bank,
HMRC, or a legitimate online business such
as a shop or auction website. The email will
either contain a link to a fake but credible-
looking website or ask you to call a
specified telephone number, where you 
are asked to update your personal and/or
account information. Note: banks and
other legitimate online businesses will not
do this.

Internet

Online auctions: You purchase an item
online from an auction website and either

     



website. The website then downloads a
trojan onto your computer which enables it
to be remotely accessed and used by third
parties to attack other companies’ servers.
These scams are similar to phishing emails,
but involve bogus text messages sent to
your mobile phone.

How to report scams

Contact your financial institution if you
have disclosed your credit or debit card 
or bank account information as a result 
of a scam.

Consumer Direct and Bank Safe Online also
accept reports of scams online. Visit their
websites for more information.

How to protect yourself

Be aware of the risk from cybercrime and
safeguard your computer and personal
information while online. There are some
simple rules you can follow to reduce the
risk of becoming a victim of cybercrime.

DO:

4 Be wary of unsolicited emails offering
investments with unusually high
returns. If it sounds too good to be
true, it usually is.

4 Exercise caution when using internet
auction websites and use their preferred
payment methods to purchase items.

4 Shut down your internet browser
immediately if you think you have been
the victim of a scareware attack.

4 Delete unsolicited emails asking you to
update your personal and/or account
information.

4 Be careful when downloading cheats
from websites.

4 Exercise caution in disclosing personal
information on social networking
websites and in chat rooms.

4 Use strong passwords which contain 
a combination of letters, numbers 
and other characters. Change them
regularly and use different passwords
for different accounts.

4 Keep security software (such as anti-
virus and anti-spyware) and firewalls
up-to-date.

4 Learn how to encrypt files and
documents, particularly when using
wireless networks.

DO NOT:

7 Respond to unsolicited emails or text
messages from people you don’t know.
Delete them.

7 Access websites via links embedded in
emails. Type the website address into
the browser yourself.

7 Be fooled by messages in the subject
line: ‘security notice’, ‘you’re a winner’,
‘DHL tracking number’, ‘order
confirmation’, ‘free’ anything, 
‘final notice’, ‘account closing’.

7 Divulge personal or financial
information and passwords to anyone
requesting them by email.

7 Use web viewers or downloads without
reading the terms and conditions of use.

7 Engage in financial transactions that
sound too good to be true.

7 Use the same password for all your
accounts and sites.

7 Use ‘easy’ passwords (such as any word
from any dictionary).

Further information

Anti-Phishing Working Group
www.antiphishing.org

Bank Safe Online
www.banksafeonline.org.uk

Consumer Direct
www.consumerdirect.gov.uk

Federal Bureau of Investigation (FBI)
www.fbi.gov/cyberinvest/cyberhome.htm

Fraud Advisory Panel
www.fraudadvisorypanel.org

Get Safe Online
www.getsafeonline.org

Miller Smiles
www.millersmiles.co.uk
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Disclaimer
Dissemination of the contents of this Fraud Fact Sheet is encouraged. Please give full acknowledgement of the
source when reproducing extracts in other published works. Whilst every effort has been made in the construction
of this Fraud Fact Sheet, compliance with it does not guarantee that you and/or your business will not be a victim
of fraud or criminality aimed against you and/or your business. The Fraud Advisory Panel and the contributors to
this Fraud Fact Sheet accept no responsibility for any action taken by parties as a result of any view expressed
herein. Readers are strongly advised to seek and obtain the appropriate professional advice on the issues raised
which affect them or their business.
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