CHARITY FRAUD
AWARENESS WEEK 2018
EVALUATION HIGHLIGHTS

CHARITY
FRAUD
AWARE

International Charity Fraud Awareness Week 2018 brought
together the charity and not-for-profit sectors to promote
charity fraud awareness and share good practice. Charities,
regulators, professional advisers, representative bodies,
law enforcement and other not-for-profit stakeholders from
across the globe took part.

TIMELINE: A WEEK OF TARGETED ANTI-FRAUD EVENTS
MON 22 OCT
CYBER-FRAUD /
CURRENT AND
EMERGING THREATS

TUE 23 OCT

WED 24 OCT

THUR 25 OCT

FRI 26 OCT

GRANT FRAUD /
DUE DILIGENCE

DONATION FRAUD /
LEGACY FRAUD

INSIDER FRAUD /
WHISTLEBLOWING

MOVING MONEY
SAFELY / BANK FRAUD

WORKING TOGETHER TO KEEP #CHARITYFRAUDOUT
ACFE | Amnesty International | Australian Charities
and Not-for-profits Commission | Australian
Competition and Consumer Commission | British
Council | Chartered Accountants Worldwide |
Charity Commission for England and Wales | Charity
Commission for Northern Ireland | Charity Finance
Group | City of London Police (Action Fraud) |
Crowe | Fraud Advisory Panel | Foundation for Social
Improvement | Help for Heroes | ICAEW | Macmillan

HELPSHEET

GETTING TO KNOW
YOUR DONORS

organisations, including
Criminals try to use legitimate
Every charity needs
charities, to facilitate their crimes.
sure its resources cannot
appropriate safeguards to make
Due diligence checks on your
be misused for financial crime.
where your charity’s
donors can help you to understand
money is coming from.

What is due diligence?

This refers to the practical checks you
make to confirm the identity, credentials
and good standing of the individuals
to
and organisations who give money
your charity. It is important to get to
know your donors in this way because

otherwise you cannot:
• assess the risks arising from accepting
a particular donation (or type of
donation);
• be reasonably confident that a
donation is not from an illegal or
inappropriate source;
• assess whether any conditions
attached to a donation are
appropriate and acceptable; and,

Basic questions

About the donor
• Who are they and what do we know
about them?
If
• Are they based outside the UK?
so, does that country/area pose any
particular risks?

raised
• Have any public concerns been
about them or their activities?
• Would any adverse publicity about
them also damage us?

ultimately

s Week 2018

Warning signs

• Do we have a well-established
relationship with them?
• Are additional checks needed?

to
• be confident that it really is safe
accept money from a given source.

You are probably familiar with the
source and typical characteristics of
to
most donations you receive. The key
identifying suspicious ones is, therefore,
to look for anomalies and peculiarities
with regard to factors like timing, country
of origin, amount and frequency.

About the donation
• How big is the donation? Is it a oneoff, one in a regular series or the first
of several? Was it expected?
• Is it in cash, a cheque, or a bank
transfer? In which currency?
they
• Are any conditions attached? Are
reasonable?

PERFORMING
DUE DILIGENCE

does not mean questioning every
donation or gathering lots of
personal details about every donor.
The amount of due diligence
depends on the risks involved,
including the size and nature of
the donation and whether it has

• Does the money originate from
outside the UK? If so, does that
country/area pose any particular risks?
• Is there anything else unusual or
strange about the donation?

These might include:
• an unusually large (or small) amount;
• strange, inappropriate or illegal
conditions;
• complex banking or transfer
arrangements; or
an
• the donation is unsolicited or from
anonymous source.

of
None of these are clear-cut evidence
for
fraud, but might point to the need
further investigation.
It is good practice to keep records
suspicious donations. Include:
• the name of the donor;

GETTING TO KNOW
YOUR STAFF

• the nature of your suspicions;
the
• details of previous donations from
same source; and
• what you did about it – for example,
was it reported (police, regulator,
HMRC) and/or refused?

HELPSHEET

any suspicious characteristics.
Extra steps may also be needed for
donations from outside the UK.

Performing proper due diligence
in all staff and recruitment
matters is an essential part of getting
to know the people who
work for you. It can greatly reduce
the risk of insider fraud.

Introduction
No-one likes to think that the colleague
at the next desk, or the helpful
volunteer working in the shop, might
be a fraudster. But no matter how
sophisticated your anti-fraud systems,
the human element will always be
your
weakest link. It’s extremely important
to take care over the kind of people
you employ and to recruit them into
a
workplace where dishonest behaviour
is never acceptable.

of all

– date
• the key features of the donation
received, amount, how it was received,
currency – and any conditions;

Common examples include:
• exaggerating or falsifying expenses
or overtime;
• stealing cash (culprits often occupy
senior or responsible roles); and

• stealing other assets and resources,
including intellectual property.

CHAR ITY FRAUD
What is insider fraud?

This is when someone exploits their
role or occupation for personal gain
by
deliberately misusing the organisation’s
assets and resources. It often includes
the abuse of trust. Fraud at a charity
might be committed by anyone,
whether:

Employee application fraud

This is when someone provides false
or
misleading information to get a job.

Common examples include:
• lying about qualifications or previous
experience;

• Check work history by taking up
references, calling referees and
probing their previous jobs.
• For senior and finance positions
consider enhanced checks,
including criminal history and
financial background.
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• a trustee;

• an employee (temporary or
permanent); or
• a volunteer.

22-26 October
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A SIGNIFICANT
PROPORTION OF
ALL FRAUD

is committed
by people ‘on the inside’. The
risks are significantly increased
by inappropriate controls,
excessive reliance on trust
and individual responsibility,
and a lack of effort devoted to
challenging and overseeing
key activities.

• not disclosing previous dismissals,
unspent criminal convictions, CCJs
or bankruptcies; and

• producing supporting documents
which have been forged or
tampered with.

Basic checks

Pre-employment

• Screen everyone: permanent and
temporary, high and low.
• Make all checks before the employee
starts work.
• Make sure new applicants know
that
checks will be made.
• As a minimum verify identity, address,
employment history and eligibility
to
work in the position applied for.
• Ask to see original identity documents
(if you are unsure about authenticity
use a document verification service).
• Check qualifications either directly,
with the issuing college/university,
or via the Higher Education Degree
Datacheck service (the UK’s official
degree verification service).

In service
• Let existing staff know that periodic
checks will be made, including
when they are promoted or given
a new role.

• Be alert to changes in people’s
lives which might put them under
increased pressure.
• Listen to customer complaints –
they might indicate that something
isn’t right.

• Consider proactive monitoring
of
staff, perhaps as part of your quality
assurance processes. This can identify
unusual staff behaviour which may
deserve further investigation.

| Oxfam | National Cyber Security Centre | NCVO |
NZ Charities Services | Office of the Scottish Charity
Regulator | Police Scotland | Raffingers | Take Five | US
Federal Trade Commission | US National Association
of State Charity Officials
In the UK efforts were co-ordinated by the Fraud
Advisory Panel and Charity Commission under the
auspices of the Charities Against Fraud partnership.

KEY RESOURCES

SUPPORTERS GOT INVOLVED BY…

7
7
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Joining the conversation at
#CharityFraudOut using our
suggested tweets (matched to
the daily themes) or their own

E-LEARNING RESOURCES
HELPSHEETS
INFOGRAPHICS
SUPPORTER PACKS
Q&A WEBINAR
ASSET BUNDLE

We’re in!

CHAR ITY FRAUD
Charity Fraud Awareness Week
udout
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Out!

Applying for one of 12 free
places for charity staff on an
Accredited Counter Fraud
Specialist course (starting
January 2019)
Organising their own activities
for staff and volunteers,
members and beneficiaries,
donors and supporters,
customers and clients

Entering the UK Charities
Against Fraud Awards
Watching, listening and
sharing our short e-learning
resources and live webinar
Participating in free
events or activities offered
by other participating
organisations
Using the selection of other
free resources identified
as helpful to organisations
wanting to create their own
counter fraud activities

Reading, enacting and sharing
our practical helpsheets

ALL CAMPAIGN MATERIALS ARE FREE TO DOWNLOAD FROM FRAUDADVISORYPANEL.ORG/

19.9M

POTENTIAL TWITTER
IMPRESSIONS

3,070
TOTAL TWEETS

1,346

TWITTER
CONTRIBUTORS

TOP 10 CONTRIBUTORS:
@POLICESCOTLAND
@GUIDESTARUS
@CHTYCOMMISSION
@TSECRIME
@BERNIEHOLLYWOOD
@OHIOAG
@FBI
@NCVO		
@UTAHGOV
@FTC

SOCIAL MEDIA POLL

93%

OF RESPONDENTS FELT
THAT IT WAS ‘EXTREMELY
IMPORTANT FOR CHARITIES
TOAGAINST
PLAY THEIR PART
FRAUD
IN FIGHTING FRAUD’.

CHARITIES

8,016

Michael T Foerster, President, National Association
of State Charity Officials

848

‘Joining provided the US Federal Trade Commission a
timely opportunity to spotlight our important donor
education message immediately before the start of the
annual giving season. Kudos to the UK team for taking
a great idea and making it global.’

HELPSHEET
DOWNLOADS

344

E-LEARNING
DOWNLOADS

79

WEBINAR
ATTENDEES

POPULAR
MEDIA
FAP WEB
GOV WEB
YOUTUBE
TWITTER
FACEBOOK
LINKEDIN

SUPPORTED BY MOORE STEPHENS

CHARITIES

WINNERS

AWARDS 2018

COLCHESTER
FOOD BANK (SMALL)

SUPPORTED BY MOORE STEPHENS

‘This was an excellent program and the United States’
participants were privileged to be invited. We already
have plans to participate next year.’

WEBSITE VIEWS

AWARDS 2018

AGAINST FRAUD

GLOBAL REGULATORS SAID...

OXFAM GB (LARGE)

12 FREE PLACES ON ACCREDITED
COUNTER FRAUD COURSE
Twelve free places were offered on an Accredited
Counter Fraud Specialist course starting in January 2019.
20 people were nominated from 18 charities.

Tracy Thorleifson, Coordinator, Federal Trade Commission

‘Charity Fraud Awareness Week was well received
by the Australian charity sector. The ACNC is looking
forward to next year’s campaign and building on the
success of our first year in raising community awareness
and helping charities protect themselves from fraud’.
Prue Monument, Director of Compliance,
Australian Charities and Not-for-profits Commission

STAKEHOLDER SURVEY
DID YOU GET INVOLVED?
IF SO, HOW?
‘Charity Fraud Awareness Week
is a crucial week for delivery
of the staff education and
outreach elements of our fraud
resilience strategy.’ [Charity
professional]
‘We had a notice in our
bulletin which is distributed
store-wide (circa 630);
posters displayed at Head
Office.’ [Charity professional]
‘I shared the daily helpsheets
and webinars with the Global
Finance Team in 13 countries
and had good feedback from
them.’ [Charity professional]
‘We did a cyber protection
input for the voluntary sector
forum in the region on the
cyber day and promoted
via social media.’ [UK law
enforcement]
‘We held an event called ‘cyber
security for charities’ that was
free and open to the public.’
[Professional adviser]

HOW EFFECTIVE DID YOU FIND
THE SOCIAL MEDIA CAMPAIGN
IN RAISING AWARENESS OF
FRAUD?

‘A clear agenda of activity
and learning materials
available.’ [Charity
professional]

HOW USEFUL DID YOU
FIND THE SOCIAL MEDIA,
INFOGRAPHICS AND
GUIDANCE?
‘The assets and infographics
enabled a consistent message
to be broadcast by all of those
promoting the week and were
very useful.’ [Professional
adviser]
‘Very useful and eye-catching
imagery.’ [Global professional
body]
‘The quality of the resources
was high; the mix of media
used was also good, helping
people to interact in a more
beneficial way.’ [Professional
adviser]
‘Brilliant. Clear. Concise.
Supportive.’ [Charity
professional]
‘Really useful and used these
across global communications.’
[Charity professional]

‘There was excellent coverage
on social media and via email.’
[Professional adviser]

ALL CAMPAIGN MATERIALS ARE FREE TO DOWNLOAD FROM FRAUDADVISORYPANEL.ORG/

